St Luke’s Primary School

Digilol So’reguard‘mg Policg
2025
As a Rig/uts Respechng School our /Jhi/osaphg is underpmned by the values and Iorinciples of the United Nation's Convenlion on the Rig/u‘s of the
Child (UNCRC)
Arlicle 3: Best inkerests of the child - Ensure that the best interesks of the child are o Primo,rH consideration in all aclions related to digil‘al

safel‘g and online achivilies.

Article 12: ResPecl' for the views of the child - Recognize the righl of children to express their views freelH in all malkers O,H:echng them, inclu,ding
their online experiences, and consider those views seriouslg.

Article 13: Freedom of exPression - Supporl‘ children’s right fo seek receive, and imporl‘ informahon and ideas of all kinds, Htrough any media of
the child's chaice, while ensuring approprial'e safeguards are in Place.

Arlicle |6: Righl l‘o Privocg - Pro|:ec|: chi[dren's Privacg in Hte digi}al environmenh ensu,ring Hw,l' o,nH dofo, collecl‘ed is secure and used
approprial'elg.

Article 17: Access to informal‘ion; mass media - Encourage the Provision of aPProPrial'e guidelines bo help children access in]:ormal'ion from
diverse sources and understand the digi[‘al landscape.

Article 19: Proteclion from all forms of violence - Take all necessary measures fo Prolecl children from all forms of violence, abuse, and
exploil'al'ion in the digi}al world.

Arlicle 34: Sexual exploilal'ion - Ensure Policies are in ploce fo prol‘ecl‘ children from sexual exploil‘al‘ian and abuse online.

Compuhng in the 2|’Sl Centurg is seen as an essential resource lo suppork learning and teaching. as well as Plaging an
imporkank role in the eveeraH lives of children, young people and adulls. ConsequenHH, ab St Luke's we need to build
in the use of these }echnologies in order fo arm our young People with the skills to access li]:e-long learning and

emPlOHmenL

Digital Safeguarding or “Online-safeh:j" involves Pupils, SlTGHI and Parenls mal(mg best use of technolo%, inJ:ormo,Hon,

lro‘ming and this Policg lo create and mainlain o safe online and Compuhng environment for St Luke's School.

"As in any other area of life, children and young PeoPle are vulnerable and may expose themselves to dcmger -
knowinglg or unl(nowinglﬂ - when using the Internel and other digital Lechnologies. Indeed, some young People may
f'md Hlemselves 'mvolved in achvihes which are inoppropriate or Possib[g illegal. To ignore online-safekﬂ issues w|'1en
implemenhng Hle requirements of EverH Chtld MaHers could ulhmo}elg lead bo significcml gops in child Prokechon

Policies, [eaving children and young PeoPle vulneroble."
From: Safeguarding Children in a Digital World. BECTA 2006

Our online-sa;ekﬂ Policg has been written bH the school, fo”owing governmenl guidance. I} has been agreed bg the
Senior Leadership Team.

The school's Compuhng coordinalor (inc. Online-SafekH) is Miss L Scolt

The online-sajrelg Policg and ik implemenkalion shall be reviewed annua”g.
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St Luke’s Primary School

Roles and Responsibililies

Headteacher and Senior Leaders:

The Headleacher is responsible for ensuring the so,j:etﬂ (including onl'me—so,felg) of members of the school
communiLH, Hmough the daﬂ—to—dag responsibililg for online—so,J:eEH will be delega}ed bo the Compuhng Co-
ordinalor.

The Headleacher/Senior Leaders are responsible for ensur'mg that the online—sa;efg Coordinalor and other
relevant staH receive suitable CPD lo enable them o carry out their online—saj:etﬂ roles and o brain other
coueagues, as relevank.

The Headleacher/Senior Leaders will ensure thal there is o sgslem in Plo,ce to allow for moniloring and
suPPorL of those in school who carry out the internal online—safehj monikoring role. This is fo Provide a safebg
net and also suPporL to those coueagues who take on imPorbant monikoring roles.

The Headleacher and Depukg Head should be aware of the Procedures bo be followed in the event ofa
serious online—sa;efﬂ auegahon being made against a member of slaH:.

Receives reporks of online—safekg incidents and creales a log of incidents lo 'mform future online—saJ:eLH

developments.

The Compuﬁng Co-ordinalor:

o lakes daH-to daH-resPonsibiMH for online-saj:elg issues and has a leading role in eslo,blishing and review'mg
the school online-safekﬁ policg/documenls.
e Ensures thal all skaff are aware of the procedures that need to be followed in the event of an online-sajrekg
incident laking Place.
e Provides Lroining and advice for sLaH:.
o Liaises with CYPES ICT technical skaff.
Teaching and Leorning

The Inkernet is an essential element for educahon, business and social inferaction. Internet use is a Park of the

SIKJ['ULOFH curriculum o,nd a necessarH 1700[ fOF SLGHI and PUPi[S, and SO Hw SCl’IOOl |’10$ a cluhj I70 provicle PUPilS WiH’l

qualikﬁ

*Unjces”
unicef®

Internel access as park of Hleir learning experience:

The school Internet access will be designed expresslg for puPil use including appropriate conkent J:iuer'mg.
Pupils will be given clear objechves for Internet use and kaughk whal use is accepkable and whal is not.
Pupils will be educaled in the effechve use of the Internel in research, including the skills of knowledge

locahon, retrieval and evaluahon.
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St Luke’s Primary School

o As Po,rb of the Compuhng curriculum, all year groups have digital l'uero,cu units that focus on cliJ:J:erent
elements of srauing safe on line. These unils include Eopics from how to use a search eng'me, digital
footpr'mfs and cher bulluing.

o The school will ensure that the use of Internet derived malerials bu sbo,ff and Pupils complies with copuright

lO,W.

Through compuhng we ensure that the school meels the needs of all, laking account of gender, eHmicitH, culbure,
religion, language, sexual orienkahon, age, abililg, cliso,bilifu o,nd social circumslances. H is imPorlanr Hw,k in Hlis
school we meet the diverse needs of Pupils to ensure inclusion for all and that all Pupils are Prepared for J:u”
Parhcipaﬁon in a mulki-ethnic sociekg. We also measure and assess the imPack regularlu H1rou9h meelings our

SENDCO o,nd individual teachers lo ensure a“ children have equal access bo succeeding in H1is subject.

Pupils are kaughl: in all lessons bo be crihca“g aware of the maLerio,ls/conbenr Hmeu access on—line o,nd are guided bo

validare Hw accuracy of informahon

AuH’wrised Inlernel ACCCSS

Bl:j expliciHH aunrising use of the school's Internel access pupils, sba;; and purenbs are provided with 'mformahon

relaﬁng bo online-saferu and agree bo ils use:

o Al sraff must read and sign the ‘Acceplable ICT Use AgreemenF before using any school ICT resource.
) Parenks will be 'mformed that pupils will be provided with supervised Internet access.

) Onlu authorised equipmenl, soﬁware and Inlernel access can be used within the school.

World Wide Web

The Inbernel opens up new opporkunihes and is becoming an essential Parr of the everudau world for children:
learning, homework, sharing are some of the legihmare and benepcial uses. However, there are inaPproPriaLe and
undesirable elements that must be managedz
) If skaff or puPils discover unsuilable sites, the URL (address), time and content shall be reporred bo the
teacher who will then reporr to the Headleacher, bu recording the incident in an online-saferu Log, which will
be stored in the Compuhng sechion of the teacher shared area. The onl‘me-saferu Log will be reviewed fermlu
bu the Compuhng Co-ordinalor.
e The school will ensure that the use of Internet derived malerials bu sraff and pupils complies with copurighk
law.
) Pupils will be faughl bo be crihca”g aware of the malerials Hleu are shown and how lo validale informahon

before accephng ifs accuracy.
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° The school will work in Partnership with CYPES o ensure puering s\Lstems are as eJ:J:eclive as Possible.

E-mail

[ ) E—mail isa quick and easH mechJ, o; communicahon, ensuring benepcial o,ncl aPProPriake uso,ge is an
imporkonk Part of e—saJ:eLH:

° Pupils may onlg use aPProvecl e-mail accounts on the school sgskem‘

) Pupils musk immediakelg bell a teacher if H‘leH receive oHens'we e-mail.

) Pupils must not reveal Personal delails of themselves or others in e-mail communicalion. or arrange to meet
anyone withoul sPecific Permlssion.

o Whale class or group e-mail addresses should be used in school rather than individual addresses.

o Access in school to external Persono,l e-mail accounts is not allowed.

o Chain leHers, spam, adverhsing and all other emails from unknown sources will be deleted without opening or

forwardings

Securilg and Passwords

Passwords should be changed regularlg. The sHsLem will inform users when the password is to be changed. Pupils
and staff should never share Passwords and skaﬂr musk never let Pupils use a sLaJ:J: logon. Skaff musk alwa!.js Jock
the PC if Hlelj are going bo leave it unattended (the pickure mule or Piclure freeze ophon on a Projecbor will allow an

image I:O remain on H1e screen and GlSO GHOW a PC LO be 'locked)).

Social Nelworl(ing

e Social neMorking Internel sites (such as Facebook) provide facilihes to chat and exchange informahon online.
This online world is very clifferenf from the real one with the kempkahon bo say and do Hlings bel:jond usual
face-to-face contack.

) Pupils will be advised never to give oul personal delails of any kind that may idenlij:g themselves, other Pupils,
their school or location. This will also include not using Personal Phokogrcphs and videos.

) Pupils and Parenks will be advised that the use of social network spaces oulside school is inaPproPriake for
prlmarg agecl puplls.

) Pupils will be encouraged bo onlg inkeract with known friends, familg and sLaJ:J: over the Internet and denH
access to others.

e Parenls, Pupils and staff will be advised of the clangers of discussing Pupils. sLaJ:J: or the school on social
neMorking sites.

Please see St Luke's Social Media Palicy for I:urH;er inl:armahan.

8=

s

AN, States &

o ﬁ .TD of]GI’SGY
e Healthy School

i &p) The States of Jersey Department for Education
unicef € Eco-Schools ypep



St Luke’s Primary School

Reporhng
All breaches of the online—safebﬂ PolicH need lo be recorded in the Online—saj:etﬂ log that is kepk in ICT J:ile on
teacher shared. The delails of the user, date and incident should be reported.

Incidents which may lead to child profechon issues need o be Passed on o one of the Designafecl Sajteguarcling

Lead meedtabelﬂ IT is Hmetr reSPOnSlbllll?H LO dec»de on OPPFOPHQle achon nok Hme ClO,SS Leachers

Incidents which are not child Prokechon issues buk may require 'mLervenlion (e.g. cuberbullu'mg) should be rePorted in
the same daﬂ.

Auegahons involving slaff should be reporked bo Hw Headleacher. If the allegahon is one of o,buse Hmen i should be
hanc”ecl according bo H1e CYPES HR documenk HHed 'Dealing with auegahons of abuse againsL members of skaff).

Evidence of 'mcidents musk be Preservecl and rekained.

The curriculum wiu cover how PuPils should report incidenls (e.g. CeoP buHan, lrusled adulh Childline)
Mobile Phones

Mobile Phones have access to the Internel and piclure and video messaging. Whilst these are the more advanced
feo,bures, Hlelj Present opporkunihes for unrestricled access to the Internel and sharing of images. There are risks of

mobile bulluing, or inappropriake conbacf

) Pupils bH Permission of the Headbeacher can bring mobile Phones onko the school site where it is seen bH the
school and Parenks as a safekg/ Precauhonarg use. These are handed inko the school office and collected ot
the end of the daH.

o The sending of abusive or inappropriake bext messages is forbiclden.

° Skaﬂ: should alwags use the school phone/mobile to conlack parenks.

e Shudents and visitors are not PermiHed bo access or use their mobile phones within the classroom. All skaff,
visitors and volunbeers should ensure that their Phones are burned off and shored safelg away during the
feaching clo,H.

° Skaﬂr may oan use their mobile phones lf Hleg have signecl the BYOD AUP.

e Parenls cannot use mobile Phones on school Lrips bo take Pickures of the children.

e On lrlps staff mobiles are used for emergency onlg —all krips should include the school mabile Phone as a

Risk Assessmenk requiremenk.

Dig ital/Video Cameras/| Photog raphs

Pickures, videos and sound are not direcHg connecled to the Internel bul images are easilg trans;erred.
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St Luke’s Primary School

° Pupils will not use digikal cameras or video equipmenl ak school unless sPecipcallH authorised bH s}aﬂt.

[ ) Publishing OJ: images, video and sound will follow H1e PolicH sef oub in Hais documenk u,ncler 'Publishing
Conlent.

e Parents and carers are PermiHed bo take Photos/videos of their own children in school evenls. TheH are
requested nok to share Phokos/videos from school evenks on sacial neMorking sites if other Pupils appeor in
the background.

o Headleacher or a nominee will 'mform Parenk(s)/guardian(s) and others Presenk ak school evenks that
Photogruphs/videos may be taken on the basis that H1e3 are for Pr'wo,le retenkion and not for Publicaﬁon in

GHH manner

Skaff should alwags use a school clevice bo caPture imo,ges and should not use their Personal devices.

Photos taken bg the school are subjecl to the J ersey Dala Prolechion ach.
Published Conlent and the School Website

The school websile is a valuable source of 'mformalion for Parenls and Polenhal Po,renks.
e Conlact delails on the Website will be the school address, e-mail and lelephone number.
° Skaﬂ: and Pupils, Personal ‘mformahon will not be published.
e Headleacher or Deputg will take overall editorial responsibilitg and ensure that conbent is accurate and
apProPriake.
) Phokogmphs and videos that include pupils will be selected co,rej:ullg.
° Pupils‘ names will not be used in associakion with phokogrqphs.
e Consent from Parenks will be oblained before phokogrcphs of pupils are published on the school Website or

social nekwork sites.

Protechng Personal DGI’G
Personal daka Wi“ be recorded, PFOCGSSCd, Lrans;erred and made available according kO HIC Ierseg DG[’G Protechon

Act and Freedom of Informahon Act
Assessing Risk

The school will take all reasonable Precauhons bo prevent access to inapPropriake material. However, due to

the international scale and linked Internet conkent, it is nok Posable bo guaranlee that unsuitable malerial will never
appear on a school compuker. The school does not accepk ltabLMH for the malerial accessed, or any consequences of
Internel access. The school will audit ICT use bo establish if the online-saJ:efH Policg is adequate and that the

implemenlahon of the online-sa;ekﬂ policg is appropriake.
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Hondl‘mg Online—sofelg Complainls
° Complainrs of Inkernet misuse will be dealt with bH a senior member of skaff.
° AnH complainb aboub staff misuse must be reJ:erred to the Headleacher.
° Complainrs of @ child Prorechon nature shall be deall with in accordance with school child Prorechon
Procedures.
) Pupils and Parenks will be 'mformed of the complainks Procedure.
o Discussions will be held with the communikﬂ Police oHicer bo establish Procedures for handling Polenhauﬂ

i”egal issues.

Communicalion of Policg
Pupils:
e Rules for Internel access will be posked in shared areas (such as the IT suibe).
) Pupils will be 'mformed that Internet use will be monitored.
) Pupils will be 'mformed of the imporkance of being safe on social neMorking sites. This will be slronglg
re'mforced across all year groups during ICT lessons and all year groups look ok diﬂ:erenk areas of safebg
H}rough the digikal likeracg lessons.
o Al Pupils will sign an AUP.

Skaff:
) All skaff will be given the School Digital Saj:eguarding Policg and ils importance explained.
) All skaff will sign an AUP (Plus an addilional BYOD AUP for those thal choose to use their Personal tablet or

lo,PloP or have a mobile Phone with internel access/camera).

Parenls:

) Parents altention will be drawn lo the School Digital Saj:eguarding Policg in newslelters and on the school
Websile.

Furlher Resources

We have found these web siles useful for online-sajrelg advice and informahon.

th: / /www.khlnkuknow.co.uk / Sel up bH the Police with loks of 'mformahon for

POFGI’ILS and SbOJZf includlng a Place l'O FCPOI"IT abuse.

Non—PrOJtir organisahon worl(mg with others to "help

th:/ / www.chilclnel—inl.org/

make H’»e InLernel a greaL o,nci safe PlO,CC fOf‘ children".
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