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St Luke’s GDPR Data Protection Policy
2025

As a Rig/lfs Respech’ng School our Io/u‘/osophy is under,omned by the values and Iorincip/es of the Um'fed Nakion '5 Canvenh’an on the
Rights of the Child (UNCRC)

Article 3: Evergone who works with children should do what is best for each child.
Article 16: EverH child has the righl to Privac5
Article 19: You should not be harmed and should be locked af}er and kepk safe.

Article 36: You should be Pro}ecked from do'mg Hl'mgs that could harm you
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|. Aims

SI7 I_UI(C)S SCI’LOO[ aims [’0 ensure H’IGI7 GH Personal data couecked abouf SLGH:, PuPilS, PGI”GI’I'?S, ViSil?OI”S and
OH"LCF individua[s is collecked, stored and Processed in accordance WiH’L Hw Data Protechon (J-GI”SGH) LGW

20|8. The Low is designed bo prokect Hw Privacg of individua[s and wi[l bring equivalence wilh
the obligahons brought to bear bH the European GDPR (General Data Protection
Regulaﬁon).

This PO[iCl:j GPPlieS I70 G“ Personal dGLG, regardless Of wheHler il? is in PGPGF or electronic fOFmGIT.

2. Legislaﬁon. and 9uidance

This Policg meels the requiremenls of Hwe GDPR and Hw Dala Prolechon (Iersel:j) Law 2018. I} is based
on guido,nce Published bH the Informahon Commissioner s Ofpce (ICO) on GDPR.

]} G[SO ref[ecls Hwe ICO‘S code Of PrGChCG for H1e use Of surveillance cameras and Personal 'mformabon.

3. Definilions
TERM DEFINITION

Personal dala AnH 'mformahon relahng bo an idenhfied, or idenhfiable,
l'w'mg individual.
This may include the individual's:
)Name (including inilials)

)Idenhficahon number
>Localion dala
>Online idenhper, such as o username

I may also include fo,ctors specipc to the individual's
Phﬂsica[, Phﬂsiological, 9enehc, menlal, economic, cullural or

social idenhlg.
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DEFINITION

Special colegories OJ: Personol data Personal dOLO which is more sensilive and SO needs maore

Processing

Dala subject

DGlO conlrouer

DOlO PFOCGSSOF

Persono,l dGl’G breach

4. The dOlO COHLFO”CF

Prokechon, including informo,hon about an individual's:

PRacial or ethnic origin
PPolitical opinions

PReligious or philosophical beliefs
>Trade union membership
DGenelics

)Biomeh‘ics (such as J:ingerprinks, relina and iris PaHerns),

where used for idenhj:icahon purposes
)Heauh - Phgsicql or mental

)Sex life or sexual orientalion

AnHHling done fo Personal dala, such as collechng,
recording, orgo,nising, slruckuring, sloring, adaphng, auering,

reLrieving, using, disseminahng, ero,sing or desh‘oging.

Processing can be aulomalecl or mo,nuo,l.

The idenhped or idenhfiable individual whose Personal dala

is held or Processedl

A person or organisahon that delermines the purposes ond

H’Le means Of Processing OF personal dGITO,.

A Person or OH’LCF bOdH, oHler Hlo,n an emploHee 0} Hwe CJ,O,LO,
COF‘LLFOHGF‘, WhO PFOCCSSGS Personal data on behalf Of Hw clala

COFIITFOHGF.

A breach of securikH leading to the accidental or unlawFul
deskruchon, loss, alkerahon, unauthorised disclosure of, or

access kO, Personal dala.

OUI" SCl’lOOl PrCC&SSGS Personal dGLO relahng LO POFGHLS, PUPilS, Staff, V'lSiLOFS and OH"&CFS, and Hwerefore is

a dGLG COFILFO”GF.

The school is regiskered with the ICO as lega”g required.
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5. Roles and responsibiliiies

This PolicH appiies io ou sloH: employed bH our schoo[, o,rici to external organisahons or individuals
working on our behalf. Siaff who do not comP[H with this Po[icuj may face disciplinarﬂ ackion.

5.1 Dala Proleclion o]:]:icer

The dala Proieciion Officer (DPO) is resPonsible for overseeing the imPiemeniaiion of this Policg,

moniioring our comPliance with dala Proieciion iaw, and developing related Policies and guidelines where

appiicable.

The DPO is also the firsi Poini of contack for individuals whose dala the school processes, and for the
ICO.

Full delails of the DPO's responsibiliiies are set oui in H'ieir job descripiiori.
Our DPO is Mr Adam Turner (Headleacher) and is contaclable via a.iurner@siluke.schdie
Tel: 730657

52 Headleacher

The headieacher OCLS as H’ie represeniaiive Of H’ie dQLO, conirouer on a dQH-LO-C{GH bGSiS.

53 Al skagp
Staff are resPonsible fOf'Z

)Coileciing, sioring and Processing any Personai dala in accordance with this policij
)Informing the school of any changes bo their Personal daia, such as a change of address
)Coniachng the DPO in the foliowing circumstances:

o \With any quesiions aboul the operaiion of this PolicH, dala Proieciion law, reiaining Personai

dola or keeping Persona[ dala secure
® If H’ielj have any concerns that this Policg is nob being followed

L ]:Jf H’ielj are unsure wheHier or noi H’LGH have a lGWJfUl bGSiS I70 use Personai daia in a PQFHCU[QF

WOH

L ]:Jf Hielj need l'O relH an or capiure conseni, dFO/J.'lT a PFiVGCH noiice, deal WiH’l daia Proieciion

righis invoked 53 an indiviciual, or irans;er Personal dala oulside the European Economic Area
L4 If there has been a dala breach
® Whenever H"LCH are engaging in a new aciiviiﬂ that may aJ:J:eci the PrivacH righis of individuals


mailto:a.turner@stluke.sch.je
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L4 IJ: HmeH need help wiH1 any conkracks or sharing personal daka wiHm Hlird Parhes

6. Dala prolechion principles
The GDPR is based on daka profection principles that our school must comply with.
The principles say that personal data musk be:
PProcessed lawgully, sairly and in o ransparent manner
>Collected for specified, explicit and legitimate purposes
>Adequate, relevant and limited o whak is necessary to fulfil the purposes for which it is processed
PAccurate and, where necessary, kept up ko date
PKept or no longer than is necessary for the purposes ror which it is processed
PProcessed in o way that ensures it is appropriakely secure

This Policu:j sets oub how the school aims fo comply with these Principles.

7. Couecling Personal dala

7| Law;ulness, J:airness and lransparencg

We Wi” OHlH PI"OCCSS PGFSOI’IQl CJ,O,LO, w|'1ere we hO,VG one Of 6 ‘lGWfUl bases' (legal reasons) LO dO SO under

dola Prolechon law:

)The dala needs to be Processed so thal the school can J:ulfil a conlrach with the individual, or the

individual has asked the school o fake specijric sleps beJ:ore entering into a conbract
)The dala needs fo be Processed so thal the school can complg with @ legal obligahon

)The data needs fo be Processed to ensure the vilal inlerests of the individual or another person ie bo

prokecl someone's life

)The dala needs ITO be PrOCGSSCd SO H’lal? H‘LC SChOOL as a Public OUIThOI"iI?H, can Perj:orm a tasl( in Hw

Public inlerest or exercise ils oH:icio,l aunrilH

>The dala needs fo be Processed for the legihmate inleresks of the school (where the processing is nob
for any tasks the school performs as a Public authorika) or o third ParkH, Provided the individual's

righls and freedoms are not overridden

)The individual (or their Parenl/carer when aPProPriale in the case of o Pupil) has freelg given clear

consenl

For special calegories of Personal data, we will also meel one of the special cakegorﬂ conditions for

processing under dGITO PFOLGCHOU lGWZ
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>The individual (or their parent/carer when appropriale in the case of a pupil) has given explicit
P pprop [ PUp 9 P

consenl

)The data needs ko be Processed bo perform or exercise obligahons or righfs in relahon to emPlogmenL

sociol securitg or social Prolechon law

)TI’IG CJ/O/ITO, needs LO be PFOCGSSC(J, LO ensure H’te vilal interests OI.‘ Hw individual or GI'IOH’IGF Person,

where the individual is Phgsica“g or lega”g incapable of g'w'mg consent
)The dola has already been made manigesty public by the individual
J festy p J
)The dola needs to be processed cor the establishmenh exercise or derence of leqal claims
P f f f €9
)The dala needs o be processed ror reasons of substanlial public interest as defined in legislation
P f f P f J

e dala needs [0 be processed for health or social care purposes, an e processing is aone by,
The daka needs ko be processed sor health | care purposes, and he pracessing is done by
or under the direclion of, o health or social work Pro;essional or bg ony other person obliged bo

confidenhalitﬁ under law

)The dola needs fo be Processed for Public health reasons, and the Processing is done bH, or under
the direclion of. o health Pro;essional or bH any other person obliged bo confidenhalikﬁ under law

)The dola needs fo be Processed for arch'wing purposes, scienhfic or historical research purposes, or

skahshca[ purposes, and Hle Processmg is in Hle Public ‘mkeresk

For criminal offence dala, we will meet both o lawFul basis and a condilion set out under dala Prokechon

law. Conditions include:
)The individual (or their Parent/carer when qppropriake in the case of o Pupil) has given consent

)The data needs fo be Processed to ensure the vilal inlerests of the individual or another person,

where the individual is Phgsica“g or lega“g incapable of g‘w‘mg consent
)The dola has alreadg been made man.ifesHH Public bH the individual

)The dala needs fo be Processed for or in conneclion with legal Proceedmgs, to oblain legql qdvice, or

for the establishmenh exercise or defence of legal righls
)The dola needs fo be Processed for reasons o substanlial Public interest as defined in legislahon

Whenever we first collect Personal dala direcHH from individuals, we will Provide them with the relevant

informahon required 53 dala Prolechon low.

We will o,lwags consider the J:airness of our dala Processing. We will ensure we do not handle Personal
dala in ways that individuals would not reasonablﬂ expecL or use Persono,l dala in ways which have

unjushped adverse eJ:J:ecLs on them.
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7.2 Limilalion, m'mimisolion and accuracy

We will oan collect Personal dala for sPeciped, explicit and legihmake reasons. We will expla'm these

reasons to H1e individuals when we firsf collect Hleir dala.

IJ: we want fo use Personal dala for reasons other than those g'wen when we firsl oblained ik, we will

'mform Hw individuals concemed before we dO SO, and see|< consenk where necessarg.
Staff must Oan PFOCGSS Personal dGLG where il? is necessarH in order LO (J,O H‘»eir JObS.

We Wi“ |<eeP data GCCLLFG[TG ancl, where necessarH, UP-LO-dGLG. Inaccurake dGlTO Wi“ be rechfied or erased

when appropriake.

In addihon, w|'1en SLQ;; no longer need Hw Personal dGLG H’LGH hold, H"LEH must ensure il’ is de[eted or

anongmised. This will be done in accordance with the school's record relention schedule.

8. Sharing Personal dala

We Wi” not I’IOFmQHH share PCFSOI"LGl dO,LO, WiH’I anHone else WiH’IOU,t COI’ISGI’IL bu[ Hlere are certain

circumslances where we may be required to do so. These include, but are not limited to, situalions where:
)There is an issue with o Pupil or Parent/carer that Puts the so,fetg of our sto,ff of risk
)We need lo liaise with other agencies — we will seek consent as necessary before doing this

)OU,I" supp[iers or COﬂh’QCLOFS need dQLO, LO enable us LO PFOVide services LO our SLGFF and PUPilS - I.‘OI"

examPle, IT comPames. When clo'mg Hwis, we wiu:

® On[l:j appo'mt suppliers or contraclors which can Provide suﬁicient 9uarantees that H@ey complg

with dala Prolechon law

® Eslablish o conlract with the supplier or conbraclor fo ensure the fair and law;ul Processing of

Onl:j personal data we share

L4 Oan share C],O,LO, Hwal H@e SUPPlier’ or COI’ILI"OCLOI" needs LO CCWI"H OUL H‘»eir service

We will GlSO share personal daka WiH’l lOW enforcement and 9overnmenl bodies where we are legaug

required to do so.

We mO/U G[SO share Personal dGITG W'lHl emergencg services and lOCGl GU/HIOF'LHGS I70 help |:hem l’O resPoncl l’O

an emergency situation that aﬁects any of our Pupils or skaff.

Where we trans;er Personal daka inkemahonaug, we will do so in accordo,nce with do,lo, Protechon law.
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q. Subjecl access requesls and other righls of individuals

ql Subjecl access requesls

Individuals have a righf to make o 'subjeck access requesF bo go,'m access lo Personal inJ:ormo,Hon that the

SCl’IOO[ I’IOldS abouk Hlem, This mcludes:

Congirmation that their personal daka is being processed

PAccess o a copy of the dako

>The purposes of the daka processing

The cakegories of personal data concerned

PMho the data has been, or will be, shored with

PHow long the data will be stored for, or if this isn't possible, the criferia used ko determine this period

)Where relevank, Hle exiskence of Hle right to requesk rechficahon, erasure or resh‘ichon, or Lo objeck fo

such Processing
)The right bo lodge a comPlaink with the ICO or another suPer‘visorH o,unriLH

)The source of Hw data, if noL Hwe inc[iviclual

)WheHler any automqted decision—making is being aPPlied lo H’»eir dala, cmd what H1e significance and
consequences of this mighk be for the individual

)The sa;eguards Provided iJI the dala is being h‘anSferred inkernakionallg

Subjeck access requests can be submiHed in in\.j fOI"m, bu,|: we mo,H be o,ble LO FCSPOHd l?O requesks maore

quickly if they are made in wriling and include:
PName of indiidual
Correspondence address
>Contack number and email address
PDelails of the ingormation requested

If sto,ff receive a subjecl access requesl in any form HICH musk immedialelg J:orward i lo the DPO.

9.2 Children and subjecl access requesls
Personal dala aboul a child belongs to that child, and not the child's Parenls or carers. For a Porenl or

carer ko make a subjecl access requesl with respecl to their child, the child must either be unable to

understand their righls and the implicahons of @ subject access requesl, or have 9’Lven their consent.

Children below Hw age OI.' |2 are genera“g I’lOlT regarded kO be makure enough kO undersfo,nd H’»eir righls

and H’Le 'lmPl'LCO,IT'I-OHS Of a subject access request. ThereJ:ore, most subject access requests from Parents or
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carers of Pupils ot our school may be gro,nked withou! the express Permission of the Pupil. This is not a

rule and o Pupil's abilitg lo understand their righks will alwaHs be judged on a case-bﬁ-case basis.

9.3 Responding ko subject access requests
When responding ko requests, we:

PMay ask the individual fo provide 2 forms of idenkigication

PMay conback the individual via phone o congirm the request was made

)Wi“ respond without delag and within | month of receipt of the requesk (or receiPl of the addilional

mformahon needed ko confirm idenhkﬁ, where relevant)
)WL“ rovide the informalion cree of charge
P f free of charg
)MGH tell the individual we will comPlH within 3 months of receiPL of the requesk, where a request is

complex or numerous. We wi“ 'mform Hle individual of Hnis wiHl'm | monHm, and explain whH Hw

extension is necessary
We may not disclose informalion for o variely of reasons, such as if ik
)Mighl cause serious harm ko the physical or menlal health of the pupil or ancther individual
PWould reveal that the child is being or has been abused, or is af risk of abuse, where the disclosure of

that informahon would not be in the child's best inkerests

)WOU[C[ include GHOH’LCF PCFSOD.S Personal dGITO, Hmo,k we CCH'I,,IT reo,sono,blﬂ anonHmise, and we ClOf'Ir,lT ho,ve

H1e OH‘LCF Person's consenk and il? WOUld be u,nreo,sono,ble ITO Proceecl WiH‘LOUIT il?

)Is Park of cerka'm sensihve documents, such as H’IOSC relakecl to crime, immigrqhon, legal Proceedings
or legal Pro,:essional Privilege, managemenk foreco,sls, negohahons, confidenhal references, or exam
scriPEs

If the requesk is unfounded or excessive, we may refuse to act on iL or chqrge a reasonable fee (up lo

£30) to cover administralive costs. We will take into account whether the requesk is repehhve in nalure

when making this decision.

When we refuse a rectuesh we will el the individual whH, and lell them Hleﬂ have the righl bo complain bo
the ICO or Hmeg can seek fo enforce their subjeck access righk Hmrough the courls.

9.4 Other dala Protechon righls of the individual

In addilion to the righk to make a subjeck access requesk (see above), and lo receive 'mformahon when we

are collechng their data aboul how we use and process if (see seclion 7), individuals also have the righl

bo:
>Wilhdrow their consent lo Processing af ony bime
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>As|< us ko rechJ:y, erase or resfrict Process‘mg of Hmeir Personal dala ('m cerfain circumstances)

)Prevenk use OI.‘ Hleir PCFSOHG[ dGLG fOI” clireck markehng

)Objeck bo Processing which has been jushfied on the basis of Public inkerest, OJ:J:icial authoritg or

legiﬁmate interests

)Cha”enge decisions based solelﬂ on automaled decision making or Prop[ing (ie. making decisions or
evaluahng cerfain H‘»ings aboul an individual based on their Personal data with no human

involvement)
)Be noﬁfied of o data breach (in cerfain circumstances)

)Make a complamk bo the ICO
)Ask for their Personal dala o be krans;errecl to a third qukﬂ in o skruckured, commoan used and

machine—readable formal ('m cerka'm circumskances)

Individuals should submit ony requesk lo exercise these rights to the DPO. If sLaJ:J: receive such a requesL
Hmeg musk immediatelg J:orwarcl i lo the DPO.

IO Porenlal reques}s I'O see H1e educohonol record

Parents, or HIOSC wilh Parental resPonsibilitH, have a legal right to free access to Hleir child‘s educahonal
record (which includes most informahon aboul o Pupil) within |5 school daHs of receipk of o written

requesf

If the requesk is for a copy of the educalional record, the school may chqrge a fee to cover the cost of
suPPlHing i3

This right aPPlies as long as the PuPil concerned is aged under I8.

There are cerlain circumstances in which Hlis righk can be denied, such as if.‘ releas'mg Hw ‘mformahon
mighk cause serious harm Eo Hw Phgsica[ or menkal heallh of Hle PuPi[ or o,noner individual, or if it

WOU[d mean releasing exam marks before H’IGH are o;pcia“g announcecl.

Il. CCTV

We use CCTV in various localions around the schodl site o ensure it remains safe. We will adhere to the

ICOs code of pro,chce for Hle use of CCTV

We do nol need to ask individuals’ Permission lo use CCTV, but we make it clear where individuals are

be'mg recorded. Securilg cameras are clearl\Lj visible and accompanied bH prominenk signs explaining that

CCTV is in use.
Ang enquiries about the CCTV sgskem should be directed to Adam Turner (Headteacher)


https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
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|2 Phoiographs and videos

As Pari of our schoo[ aciiviiies, we may iake Phoiographs and record images of individuais wiihin our

SChOOL

We will oblain wrilten consent from Parenis/carers for Phoiographs and videos lo be taken of their child
for communicaiion, markeiing and Promoiionai maieriais. We wiii cieariH expiain how Hie Phoiograph

and/or video wiii be used LO bOH’i H’ie Pareni/carer and PUPiL

Any Phoiogmphs and videos laken bU Parenis/oarers o} school evenls for their own Personal use are not
covered by daia Proieciion iegislaiion. However, we wiii ask Hiai Phoios or videos wiHi oHier pupiis are nok
shared Pubiiciy on social media for sa;eguarding reasons, unless all the relevant Parenis/carers have

agreed ko this
Where the school kakes photographs and videos, uses may include
DWithin school on notice boards and in schaol magozines, brochures, newslelters, efc.
Qukside o school by external agencies such as bhe schaol photographer, newspapers, campaigns

)Oniine on our school websile (iocaiig hosted) or social media pages (We will not Pubiish children's

faces or icieniiiies on socio,i medio,)

Consent can be refused or withdrawn ol ony fime. If consent is wiHidrawn, we will delele the Phoiogmph

or video and not distribule it furHier.

When using Phoiogrophs and videos in this way we will not accompany them with ony other Personai

informaiion aboui H‘ie chiid, io ensure Hieg cannoi be ideniified.

See our child Proieciion and safeguarding Poiicg for more informo,iion on our use of Phoiagmphs and

videos.

[3. Dala Proleclion bH design and defauu

We will Pui measures in Piace lo show thal we have iniegraied dala proieciion into all of our dala

processing aciiviiies, including:

)Appoiniing a suiiablg quaiified DPO, ond ensuring Hieg have the necessary resources bo J:ulfii their

dulies and mainkain their exPeri knowiedge

)Onlg processing Personai dGITG H’LO/IT is necessarH JIOF each SPeCifiC PUFPOSC Of Processing, anci QlWGHS

in line with the dala Proieciion Principies sel oul in relevant dala proieciion law (see seclion 6)

)Compleiing daia PFOI7€ClTiOﬂ impaci assessmenis where H"ie SChOOl‘S Processing OJ.' Personal ciaio,

presenis a high risk lo righis and freecioms of individuals, and when iniroducing new iechnologies

(the DPO will advise on this Process)
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>Inkegrohng data Protechon inko internal documents including Hlis Policg, any related Policies and

Privacg nohces

)Regu[arly krain'mg members of sta;f on data Prokechon law, Hmis PolicH, ony re[aked Po[icies and any

OH"LGF daka Protechon maHers; we will GlSO |<eep a FGCOFd Of OLLCI’IC[GI’ICG

)Regu[arly conduchng reviews and audiks I?O LGSI? our PFWGCH measures and make sure we are

compliank

)Appropriake saJ:eguarcls be'mg Puk in Place iJ: we kransFer any Personal data oulside of the European
Economic Area (EEA) where clifferenk dala Prokechon lows will O'PPlH

)Mainkaming records of our Process'mg quviHes, including:

o For the benept of dala subjecls, making available H1e name o,nd contack details of our school
and DPO and all informahon we are required to share aboul how we use and process their

persona[ dala (via our Privo,cg notices)

oforall Personal dala thal we hold, maintaining on internal record of the LHPG of data, Lﬂpe of
dala subject, how and whH we are using Hwe data, any Hlird-ParlH recipienls, any Lrans;ers
oulside of the EEA and the sa;eguards for ste, refention Periods and how we are keeping the

(J,O,LO, secure
M’ DGLG securih:j and slorage OJI records

We will PI"OLCCL PGFSOI’IQl dQLG and keep 'lt SQFG from unauthorised or U,anWfU,lv access, o,uerahon,

processing or disclosure, ond againsl accidenlal or unlaw;ul loss, destruclion or damage,
In Parhcular:

>Paper—based records ancl POFLG[’)[C eleclronic devices, SUCI’L as lGPLOPS and hard drives HIO,L conlain

personal data, are kept under lOCI( and I(CH w|'1en nolr in use

>Papers containing conpdenhal Personal data must not be lefl on o;;ice and classroom desks, on

sto,ffroom Lables, or left angwhere else where H‘»ere is general access

>Where Personal informahon needs o be laken Off sile, slaﬂt musk sign it in and oul from the school
OJ:J:ice
>Passwords that are at least 10 charachers long conlaining lefters and numbers are used lo access

SChOOl computers, lOPtOPS ond OH"lef' electronic devices, SLOJTF and PUPilS are reminded H’IGL H’ICH should

not reuse PGSSWOFCJ,S J:rom oHler sites

>Encr3phon SO}ILWGI"G is LLSCCJ, LO PFOLCCL GH Porlable devices and removable media, SUCl"L as [GPLOPS and

USB devices
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>Sl70ff, PUPilS or governors WhO store Personal 'mformahon an Hleir Personal devices are CXPGCLG& LO
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fOHOW Hw same SeCUFiI?H PFOCGdUFGS as for SChOOl-OWﬂGd equipment (see our onl'me SGI.'GLH PO[lCH/ICT

PO[iCU /GCCQPLGHG use Og reemenD

)Where we need ITO share Personal dGLG WiH‘L a H’Lird PGF[TH, we COFFH OLL[T due diligence and kal(e

reasonable $I76P$ I70 ensure ilT is stored securelH and adequakelﬁ Prokected (see sec|:ion 8)

|5 DiSPOSGl Of records

Personal dGICO, H‘LGL is no longer needecl will be diSPOSGd Of securelH. PGFSOI’IG[ dGl?O H‘LOL hGS become
inaccuro,te or OU,L Of dale Wi“ 0[50 be diSPOSGd Of securelH, where we cannol or CJ,O not need tO r'eleiJfH or

update i3

For example, we will shred or incinerale Paper-based records, and overwrite or delele eleclronic files. We
may also use a third Parlg bo safelg dispose of records on the school's behalf. If we do s0, We will

require the third ParLH bo Provide sufficienl \c]uaranlees that it comp[ies with dala protechon low.

|6 Personal data breaches

The SCI'IOOI Wi“ make GH reasonable endeavours LO ensure H"LO,L Hnere are no Personal dGLO breaches.
In Hwe U,I’ll'll(ell:j event Of a SUSPCC[TGCJ, data breach, we Wi” fOHOW H@e PFOCCCJ,UJ’C sel OU,L in GPPendiX |

When appropriate, we will rePorL the data breach o the ICO within 72 hours afler becoming aware of i3

Such breaches in a school conlext may 'mclude, but are not limiled lo:

)A non—anonﬂmised dalasel being Published on the school website which shows the exam resulls of
puPils eligib[e for the Pupil Premium
)Sajreguardmg inJ:ormo,Hon being made available to an unauthorised person

)The H’lefl? Of a SChOOl laPl?OP conkaining non—encrﬂpked Person.o,l dQl?O QbOU,I? PUPilS

[7. Troining
All skaff are Provided wiH1 dala Protechon Lraining as pqu of Hmeir induchon process.

Dala protechon will also form Parl of conhnuing Pro;essional developmenl, where changes bo legislahon.

guidance or H1e SChOOl‘S PFOCGSSGS mo,l(e llT necessarg.

8. Moniloring arrangemenls
The DPO is resPonsible for monitoring and review'mg this Policg.
This PolicH will be upclakecl & reviewed every yeor.
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APPendiX IZ Personal (10['0 breach Procedure
This Procedure is based on guidance an Persona[ dGLO breaches Produced l:)l:j Hw ICO

)On finding or caus'mg a Breach, or POLGHHG[ breach, H1e SLOF} member or dGITG PFOCGSSOF musl

immediakelg noﬁfH the DPO

)The DPO wi” inveshgake Hme rePorL and dekermine wheHler a breach has occurred. To decide, Hle
DPO will consider whether Personal dala has been accidenkallg or unlawFullH:

oLos!

® Stolen

o Deshroyed

® Altered

@ Disclosed or made available where i should nok have been

® Made available to unauthorised Peop[e
D The DPO will alert the headbeacher
)The DPO will make all reasonable efforls to contain and minimise the impacl of the breach, assisted
’

bH relevon[ SLO‘F‘F members or data PFOCGSSOI"S where I’IGCCSSOFH (achons relevan ITO SPCCiFlC (J,O,ITO, ITBPGS

are se[ OU,L O,L H"»e end Of H’liS Procedure)

)The DPO Wi” assess H@e Potenhal consequences, based on hOW serious H’LGH are, ancl I"LOW lll(elH H"LCH

are LO happen

)The DPO will work oul whether the breach must be rePorled to the ICO. This must be Judged on o
case—bg—case basis. To decide, the DPO will consider whether the breach is like13 bo negahvelﬁ affecl

PGOPle,S righls O,I'ld freedoms, O,I"Ld, cause Hlem O,nﬂ PhHSiCOL malerial or non-material damage (69

emotional dislress), including through:
® Loss of conlral over their dala
® Discrimination
® Idenligy thegt or fraud
® Financial loss
® Unauthorised reversal of pseudonymisation (for example, key-coding)

L4 Damage ITO reputahon



Challenge  Achieve

il v i

7

St Luke’s GDPR Data Protection Policy
2025

®| oss of confidenhalikg

L4 Ang other signipcank economic or social disadvantage to the individual(s) concerned

I]: iFs lil(elH H‘;ak Hlere wi“ be a ris|< ko PeoPle's rigHs cmd J:reecloms, Hle DPO must nohJ:H Hle ICO
>The DPO wi“ documenk Hle decision (eiHler WO’H)’ in case ik is chauenged o,t a loier doie bg Hle ICO

or an individual o,J:J:ecked bg the breach. Documented decisions are stored on the nelworks Q: drive

(Teacher Sensilive)
>Where a do}a roLechon breach occurs, or is sus ecked, it should be re or|;ed immediakel in
P P P J

accordance with the dala Protechon breach reporhng process; via email to breach@gov.je or intema“g

via the new incident reporhng online form. As required, the DPO will sel oul:

oA descripﬁon of the nature of the Personal dala breach including, where Possib[e:
O The categories and aPProximabe number of individuals concerned

O The co,tegories o,nd OPPI"OXimOke number Of Personal clako, records concerned
® The name o,nd COHI?GCI? dekails OF Hw DPO

® A CleSCFiPITiOﬂ OJ: Hw lll(ellj consectuences Of H1e Persono,l dQlTCt breach

oA descriphon of the measures thal have been, or will be Laken, to deal with the breach and

mihgate any Possible adverse eﬁects on the individual(s) concerned

>If all the above delails are nol Het |<nown, the DPO will reporl as much as Hleg can within 72 hours.
The repor} will explain that there is o clelaH, the reasons whH, and when the DPO exPecls to have

fuerer 'mformahon. The DPO will submil the remaining informahon as soon as Possible

>The DPO will also assess the risk to individuals, again based on the severilg and likelihood of
potenhal or aclual impacL If the risk is high, the DPO will PromPHH inform, in wrihng, oll individuals

whose Personal dala has been breached. This nohpcahon will sel oul:

oA descriphon, in clear and Plain language, of the nalure of the Personal dala breach
® The name and conlacl delails of the DPO

L A descriphon OJI H’le lll(elH consequences OI.' Hle persona[ dOITQ breach

oA descriphon of the measures thal have been, or will be, taken to deal with the dala breach

and mihgate any Possible adverse eJ:J:ecls on the individual(s) concerned
As above, any decision on whether lo conlach individuals will be documenled bH the DPO.
>The DPO will nohfﬂ any relevant third Parhes who can help mihgate the loss to individuals — for

example, H’Le Police, insurers, banks or credik card companies
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>The DPO will document each breach, irrespechve of whether it is reporked lo the ICO. For each
breach, this record will include the:

o Facls relahng lo the breach
of ffecls

® Aclion laken to conlain it and ensure it does nol ho,PPen ago,in (such as establishing more

robusk processes or Providing furHler tro,in'mg for individuals)

Records of all breaches will be stored on the networks Q: drive (Teacher Sensihve, in the school

managemenk/ Data Protection J:ile.

)The DPO o,nd headteacher Wiu meek ITO review W|"LOI7 haPPened OI"LCl hOW il? can be sbopped J:rom

happening again‘ This meehng will haPPen as soon as reasonablﬂ Possible

Aclions to minimise the imPacl of dala breaches

We will take the aclions sel out below to mihgate the imPack of cliJ:J:erent LHPes of dala breo,ch, focu,s'mg
esPecial[H on breaches mvolving Parhcularlg riskH or sensilive inJ:ormaHon. We will review the effechveness

OJ: Hlese CtCleﬂS o,ncJ, amend H'lem as necessarﬂ o,fker GnH CJ,OITG breach.
FOI" exo,mPle:

SPecial calegorﬂ dala (sensilive inJ:ormahon) being disclosed via email (in.cludin.g safeguardin.g

reco rds)

>I]: sPecial cakegora dala is accidenkauﬂ made available via email ko unauthorised ind'widuals, Hle

sender musk 0[7[76mPl7 170 recau H‘Le emo,il as soon as H’ICH become aware OI.' H‘Le error

>Members Of SITQJIJI WhO receive Personal do}a senk in error must alerk H1e sender o,nd H1e DPO as saon

as H‘lel\.j become aware OJ.' H‘Le error

>I]f the sender is unavailable or cannot recall the email for any reason, the DPO will ask the ICT

department lo recall i

)In any cases where the recall is unsucceSSfuL the DPO will conltact the relevant unauthorised
individuals who received the email, exPlain that the inJ:ormo,Hon was sent in error, ond requesl that

those individuals delele the 'mJ:ormaHon and do not share, Publish, save or replicale it in any way

>The DPO will ensure we receive a wrilten response from all the individuals who received the data,

confirming that HweH have complied with this request
>The DPO will carry out an inkernel search to check thal the 'mJ:ormaHon has not been made Public; if

ib ho,s, we will conlact the publisher/websile owner or administralor lo request that the 'mJ:ormaHon is

removed from their website and deleled



